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Itinerary

1. Artificial intelligence 101 


2. The quest for digital currency (including a blockchain 
explanation)


3. Cybersecurity essentials



Part 1: 

Artificial Intelligence 101



What is AI?

A computer based system which can do things which we 
traditionally attribute to the exercise of human intelligence: 


planning, learning, reasoning, problem solving, knowledge 
representation, (spatial) perception, pruposive motion  and 
physical manipulation, language communication, social 
intelligence and creativity.







Types of AI

• Narrow AI: one task (e.g. voice recognition, self driving cars)


• General AI: independent learning from any experience (e.g. Skynet)



Narrow AI implementations



“Consumer” AI

• Siri


• Automated driving


• Automated wealth management


• OCR


• Advertising



An example: 

machine learning / deep learning

• Machine learning algorithms use computational methods to “learn” 
information directly from data without relying on a predetermined 
equation.


• Think “learning from experience” or “developing intuition”



• 3 turns into 9


• 4 turns into 16


• 5 turns into 25


• 6 turns into ?





Colour

-50 50





"Globe-ness”

-50 50



Hardness

-50 50



Label many of them



Make a training data table

Item Colour Globeness Hardness Type of fruit

1 -45 -20 44 Apple

2 -23 -33 41 Apple

3 2 36 -33 Banana

4 14 33 -31 Banana



Training

• Pick a learning algorithm suitable for the type of question 
you want to answer


• The algorithm goes through the table and tries to find the 
weight to give to each feature in order to correctly 
identify all the fruit in the table



Prediction

• Show a new fruit to the “machine”


• The machine measures its features and calculates the 
weights based on the model


• Makes a prediction





Deep learning







Types of deep learning

• Supervised: the cats and dogs are labeled before learning


• Unsupervised: the cats and dogs are NOT labeled before 
learning



Deep learning applications

• Price and cost forecasting / optimization


• Fraud detection


• Insurance risk analysis / lifetime prediction / claims prediction 
and processing


• Personalized and automated marketing in all consumer areas


• Voice recognition and command / Augmented reality / 
Autonomous agents (cars for example)



Part 2: 

The quest for digital currency
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Blockchain







Address keys, not names

• Transactions are authorized by the owner’s private key (can be 
stored in a digital wallet)


• Ownership on the blockchain is tracked by the owner’s public key 
address





How to update it?





Cryptographic hash function

Unique for structured data

Cannot be reverse engineered
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A bitcoin block hash digest:

1312af178c253f84028d480a6adc1e25e81caa44c749ec81976192e2ec934c64

This is really a number between 1 and 2^256 (in hexadecimal format) 



Adding a cost for each block:

“proof of work”
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•The digest from the last block 
•A bunch of transactions from the memory pool 
•A nonce (a number we increment)

Calculate the digest

Is it the right answer?

Increment the nonce

YES

NO

“mining”



0000000000000000b42d99c81156d3a17228d6e1eef4139be78e948a9332a7d8

Example of a winning hash:

}
Make this shorter to increase the difficulty of “winning”



When a winner is found:

1. The winning node messages all other nodes: winner!


2. Other nodes verify and if OK accept the block


3. Once 51% of nodes have accepted the block, the block is “confirmed”


4. The winning node gets 12.5 bitcoin (plus any fees added by users) 

… and we start all over again



So …


a blockchain is really nothing more than

an “append only” transaction log 

with useless work added to make it 

unchangeable?


Yes.





Other consensus mechanisms

• Proof of Stake and Delegated Proof of Stake


• Proof of Authority


• Proof of Weight


• Byzantine Fault Tolerance approaches


• Directed Acyclic Graph approaches





2009



https://www.wired.com/1993/02/crypto-rebels/ https://www.upress.umn.edu/book-division/books/the-politics-of-bitcoin



2011



2015



“Smart” contracts



• A computer program that “lives” on the (Ethereum) blockchain


• Anyone can add one, for a small fee


• Takes action based on inputs and conditions


• Running a smart contract costs “gas”, which is a small bit of “ether” 


• Has its own balance of funds and can send and receive money


• Can create and track “value” by the way of “tokens”


• Other users can send and receive messages from the smart contract









Make a selection
⦿ Machine keeps the coin 
⦿ You receive candy

Don’t make a selection
⦿ Machine keeps the candy 
⦿ You receive the coin back



(Touted) applications

• Escrow services


• Transactional instruments (e.g. mortgage, deed, etc.)


• Supply chain management


• Securities transactions


• ICO’s



The Initial Coin Offering





The three stages of an ICO

1. New project sells tokens in exchange for usually Bitcoin or Ether


2. Promoters then sell the Bitcoin or Ether for cash to fund their 
project


3. After the ICO, tokens can usually be traded on an exchange



Buying into an ICO is easy











Today*

• 2,400+ different cryptocurrencies/tokens


• $309 billion “market cap”


• $62 billion daily trading volume


• ICO’s now also called STO’s,TGE’s, IEO’s, and 
ILP’s

*August 2019https://coinmarketcap.com



Who does not own crypto

https://www.finder.com/why-people-arent-buying-cryptocurrency



https://cointelegraph.com/news/how-many-americans-really-own-crypto-skewed-results-of-polls-and-surveys

And those that do, by generation



• Speculation 


• Illegal goods 

• Ransomware 

• Commercial adoption has 
failed to date

Cryptocurrency uses (today)



Part 3:

Cybersecurity



Protect computers, networks, programs and data 


from 


unintended or unauthorized access, change or 
destruction.













v.



Observations

• It is impossible to be 100% safe.


• Change is the constant.


• It’s not going to get any better, at least in the short term.


• Any part of a computing system whether it be hardware, software, 
storage media, data, and people can be an entry point for an attack 
and any system is most vulnerable at its weakest point.



Cybersecurity frameworks

• Identify assets and classify them


• Perform a risk assessment and 
identify necessary controls


• Formulate standards, procedures and 
behaviours to enable the controls 

• Apply, review/test and improve





Risk Areas

1.Policy
2.Governance control
3.Personnel security
4.Physical security 
5.Asset management
6.Access control 
7.Security of operations 
8.Network security

9. Computer security 
10. Software development and  
maintenance security 
11. Acquisition 
12. Incident management
13. Compliance
14. Continuity
15. Elements of human factors such as 
training and education 



Seven things 

you can and should do now



1. Get good at spotting phishing.


(91% of cyberattacks begin with a spear 
phishing email)

https://blog.knowbe4.com/bid/252429/91-of-cyberattacks-begin-with-spear-phishing-email

https://www.techradar.com/best/best-free-cybersecurity-courses-online



2. Use 2 factor authentication

http://www.pcmag.com/article2/0,2817,2456400,00.asp

http://www.pcmag.com/article2/0,2817,2456400,00.asp


3. Do passwords right

• Use different email addresses for account creation

• Long passwords (word-word-word-number-character)

• Don’t re-use passwords

• Use a password manager (e.g. Apple Keychain)



4. Back it up



5. Install tools

https://www.malwarebytes.com/
https://www.malwarebytes.com/mobile (for Android)
https://www.sophos.com/en-us/products/free-tools.aspx

https://www.malwarebytes.com/
https://www.malwarebytes.com/mobile
https://www.sophos.com/en-us/products/free-tools.aspx


6. Filter your traffic

https://goo.gl/NhfVYl

https://goo.gl/NhfVYl


7. Stay up to date
https://www.globalsign.com/en/blog/top-10-cybersecurity-blogs/

https://www2.gov.bc.ca/gov/content/governments/services-for-
government/information-management-technology/information-

security/security-news-digest



Questions?


